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Abstract - The recent popularization of distributed ledger
technologies, which is better known in the financial sector due to
digital currencies, has led to the appearance of numerous
applications developed for the blockchain environment. The goal
of this research is to investigate how a blockchain can contribute
to the reduction of the vulnerabilities to corruption in the
Brazilian context. Two stages of a literature review have been
performed. The first identified the vulnerabilities to corruption in
the Brazilian context and the second one identified the effective
uses of blockchain characteristics. Subsequently, a deductive
analysis was performed, aiming to verify which of the Blockchain
initiatives presented could be potentially applied in the fight
against corruption. This study points out ways to mitigate fraud
and other causes of corruption to help regain society’s trust in
state institutions in Brazil, which has been suffering over the years
from corruption scandals. Additionally, a research agenda leading
to anti-corruption studies has been discussed.
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I. INTRODUCTION

Corruption may take different forms, ranging from petty
frauds to grand illicit transactions. It happens in both the private
and public sectors, but it is under the state apparatus where the
more harmful effects are perceived. These effects present
several consequences, namely: a lack of efficiency due to the
misapplication of resources, equity loss due to benefits for
select groups of stakeholders, bias on reward policies, as they
can stimulate misbehavior among civil servants.

Corruption in public administration is related to the lack of
control and governance, especially in governments where rules
of internal controls are unclear, the accountability system is
unable to uncover corruption, and the lack of transparency
prevails [1]. Furthermore, transparency and accountability are
paramount to confronting corruption in contemporary
representative democracies and a way to monitor the
discretionary power of the public agents, fostering
responsibility and social control [2].

Most efforts related to the gradual reduction of corruption
levels in organizations are focused on legal measures. From a
legal point of view to a certain extent, the current levels of
corruption are a consequence of the lack of laws; the more laws
there are, the less corruption exists [3]. Additionally, legal
measures are more focused on the punishment of those
implicated in wrongdoing. However, a complex subject such as
corruption needs an equally complex discussion, considering
several dimensions such as legal, cultural, economic, political
as well as administrative and governance ones. The
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administrative and governance dimensions are the focus of this
study. These dimensions involve increment in the management
capacity, focusing on performance, better controls, and
governance mechanisms [4].

Initiatives in the administrative and governance dimensions
are, but not limited to, bureaucracy reduction, provided it
involves public policies, fraud preventive measures, public
transparency, participation, and social control [5]. These
initiatives present a fundamental contribution; however, to fight
corruption effectively, it is necessary to go further and use the
contributions of new technologies.

Blockchain is related to the bitcoin cryptocurrency, a new
financial transaction technology that has been considered an
extremely innovative method of exchanging money, assets,
shares, or any valuables [6]. Bitcoin and blockchain work
together, as blockchain is a safe environment for financial
transactions using bitcoin. Blockchain works like a ledger,
where transactions are recorded in blocks and distributed to all
interested parties with encrypted security, making your
information virtually immutable, due to the need for validation
by the previous block and registration on all nodes in the
network [8].

The blockchain technology was developed to be virtually
fraud-proof, presenting unique cryptography and security
characteristics. Created in 2008, blockchain has recently
claimed attention from both the organizational and the
academic worlds. Furthermore, it is a completely digital
process, which is controlled by an application layer protocol
that validates transactions through a peer-to-peer network
(P2P), having its operation and governance distributed and non-
regulated by any central, private, or state organization [7].

This paper aims to discuss how blockchain can contribute
to the reduction of the vulnerabilities to corruption in the
Brazilian context. Given the contextual differences among
countries, only the papers that have studied corruption in Brazil
have been considered. It seeks to answer the following research
question: Does blockchain have the potential to reduce
corruption?

The structure of this research follows the recommendations
of [8]. This first section discusses the subject and the research
problem as well as the goals and motivations. Section II
explains the methodological procedures. Section III presents
the results and their discussion, followed by the final remarks
in Section IV.
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II. RESEARCH METHOD

This exploratory-descriptive cross-section research and
presents a qualitative approach due to the nature of the data and
the analysis techniques employed. The literature review was the
primary data collection technique used; it was applied. The first
identified vulnerabilities to corruption were obtained through
the analysis of 227 papers. Due to the contextual differences
among countries, only the papers that studied corruption in
Brazil were considered. The second one identified the key
characteristics of blockchain, which is mentioned in the 65
papers that were analyzed.

Which are the vulnerabilities of corruption in the Brazilian
public sector according to the literature? The Develop Review
Protocol was: Scientific papers published in peer-reviewed
journals, which are indexed on the following databases: Scielo,
Ebsco, Sage, Wiley, Springer, Emerald, ProQuest, Spell,
Scopus, and Web of science. Keywords: Corruption AND
Brazil or corrup¢do AND Brasil. Language: English and
Portuguese Period: Any year (until January 2019) Field of
knowledge: Any.

Performed by three other researchers on the field. Identify
Relevant Research 525 papers. The duplicated papers within
and among the databases were removed (127), as well as the
ones that did not approach corruption, Brazil or public service
(131), remaining 267 paper. The non-academic papers and book
chapters were removed, remaining 227 papers to be analyzed.

Papers were extracted from their databases and imported
onto Mendeley. All papers were read and categorized on NVivo
(corruption causes identified a posteriori) the validate Report
was performed by three other researchers.

The procedures to select papers on the blockchain. Specify
Research Questions: Which are the main characteristics of
blockchain according to the literature?

Scientific papers published in peer-reviewed journals,
which are indexed on the following databases: Scielo, Ebsco,
Sage, Wiley, Springer, Emerald, ProQuest, Spell, Scopus, and
Web of science. Keywords: Blockchain. Language: English and
Portuguese. Period: Any year (until January 2019. Field of
knowledge: Social sciences (to avoid technical approaches).

Performed by three other researchers on the field. Identify
Relevant Research 267 papers. The duplicated papers within
and among the databases were removed (129), as well as the
ones that did not approach the subject (43), remaining 95
papers. The non-academic papers and book chapters were
removed, remaining 65 papers to be analyzed. Papers were
extracted from their databases and imported onto Mendeley. All
papers were read and categorized on NVivo (corruption causes
identified a posteriori) and Performed by three other
researchers.

Both stages were conducted by distinct researchers and
reviewed by three others to guarantee data integrity and reduce
researcher bias. Following this, a deductive analysis was
performed, aiming to triangulate the data and verify which of
the Blockchain initiatives can potentially be applied to fight
corruption.

136

II1. DATA ANALYSIS

The following sections present the results of the literature
review on corruption vulnerabilities (A) and blockchain (B) as
well as the crossed analysis of the two previous sections (C).

A. Corruption vulnerabilities identification

The analysis of the papers on corruption in Brazil shows that
the number of papers has increased significantly; for instance,
of the 227 articles, 141 were published in the last five years.
The primary vulnerabilities identified are related to the lack of
control, accountability, and transparency. The presents the
results of the categorical analysis and the identified
vulnerabilities, which are classified in descending order by the
number of references found in the texts and the number of
articles where they appear.

Non-effective management and control (67), (103); Public
and political agents’ corrupt behavior (67), (73); Overlapped
bureaucracy and bureaucratic hoops (51),(65); Lack of proper
accountability and audit (46), (61); Non-effective or lack of
transparency (40), (60); Impunity (36), (53);Fragile electoral-
political system (35), (52); Low citizen participation (28), (35);
Non-effective compliance in public governance (26), (32);
Bending the rules to take advantage at all costs (24), (27);
Generalized corruption perception toward government
institutions (22),(26); Public agents’ discretionary power
misuse (20), (26); High tolerance to illegal behavior (15), (22);
Excessively gullible citizen-government relations (6), (7);
Inequalities (5), (6).

Non-effective management and control constitute a
vulnerability, given that the fight against corruption depends on
good management practices [9]. The lack of effective planning
is associated with extra last-minute investments and the
necessity of claim urgency, consequently leading to buying or
contracting without bidding [10]. It is necessary to improve
systematized mechanisms focused on internal control [11] that
operate preventively by establishing a hostile environment for
fraud and corruption [12].

Sometimes, civil servants create vulnerabilities by selling
their unethical services, focusing on their gain [13]. These
corrupt behaviors can be perpetuated and socialized as a way of
persuading newcomers to accept corruption acts as normal in
some contexts [14]. However, extremely strict rules, which are
established to avoid unlawful behavior, can affect the autonomy
of the public managers regarding decision-making that best
benefits the citizens [15]. Based on this, public and political
agents’ corrupt behaviors constitute a vulnerability.

Additionally, the lack of proper accountability and audit
was identified as a vulnerability, which is related to the
superficiality and an insufficient number of audits [16], the
precariousness of supervision [17], and the difficulty of
accessing public information through accountability [18]. This
scenario generates vulnerabilities to corruption, especially
when it becomes impossible to identify who is responsible for
what, prior to whom, and when [19].

Audit influences public transparency and, as a result,
contributes to the fight against corruption [16] and to the
compliance with laws and regulations, which addresses another
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vulnerability, namely non-effective compliance in public
governance.

Although governance has improved in the public sector, it
is still not enough to increase the quality of services or trust in
public organizations [20]. Furthermore, it is necessary to
implement more mechanisms of governance in the public sector
[21], aiming at greater citizen participation. However, low
citizen participation was also identified as a vulnerability
because it is easier to commit and hide corruption when the
population does not have the means to be aware of it. Society’s
effective participation in public management [22] brings
citizens closer and improves democracy. The reduction of the
distance between the government and its citizens can take place
through technology [23], such as through the use of websites or
social networks [24].

When sanctions are not consistently imposed, which may
stem from the fact that the judiciary is susceptible to bribery or
political influence [25], there is impunity, which is identified as
a vulnerability. Brazilian laws do not adopt corporate criminal
responsibility for crimes related to corruption, and thus, it
occurs only under civil and administrative law [26].
Additionally, it contributes to a non-effective system, when
“the probability of being punished is less than 5% [27]. It is
necessary to review current laws on corruption, especially
about very ambitious norms, which are difficult to comply with
or present extremely high costs [17].

Non-effective or lack of transparency is also a vulnerability
because democracy is built on transparency and truthful citizen-
government relations. However, the existence of just islands of
transparency compromises its effectiveness. As a result, even if
there is government data disclosure, which allows social
participation, it does not mean it is effective against corruption.
Furthermore, information needs to be accessible and timely
[11] as well as comprehensible for all citizens [16].

The fewer citizens have access to information, the more
they tend to exhibit excessively gullible behavior. Additionally,
this behavior is a result of an inadequate educational
background and can facilitate corrupted actions and the
acceptance of popular sayings such as “he/she steals from the
government, but he/she helps the population,” which show a
twofold negative/positive behavior, originating especially from
patronage [28]. The acceptance of public agents who are
corrupt but have a satisfactory administration is maximized by
low educational background citizens [29], who usually present
more gullible behavior. Consequently, excessively gullible
citizen-government relations represent vulnerability, which is
also connected to high tolerance for illegal behavior.

Too many regulations and excessive state bureaucracies
called overlapped bureaucracy and bureaucratic hoops are
common practices that encourage corruption [17]. For example,
in the business area, the low speeds and high regulations
involved in the process of opening a business can be a
vulnerability, as corruption may be instigated to speed up the
process [30]. The greater the bureaucratic apparatus, the greater
will be the discretionary space in which a public servant can act
according to his/her private interests [31], which addresses
public agents’ discretionary power misuse is another
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vulnerability. Furthermore, misuse of the discretionary power
of a public servant may involve misbehavior—from the selling
of privileged information to economic reform exceptions [32].
When discretionary power is applied without proper assistance
and the necessary control, it can contribute to bribery, fraud,
and influence peddling [33].

In the midst of so many corruption scandals, disbelief and
mistrust in public institutions and their personnel weaken
democracy [34]. Therefore, it constitutes a vulnerability that is
termed the generalized corruption perception toward
government institutions. As a result, the perception that
corruption is so widespread and deeply entrenched increases,
threatening economic and social development [35] and
becoming a vicious cycle. Thoughts such as “if everyone
around me is corrupt and thus, has a more comfortable life, why
will only I be left out?” creates the idea that the ones who do
not take advantage are not smart, connecting it with another
vulnerability—bending the rules to take advantages at all costs
[36].

B. Blockchain characteristics

The analysis of the 65 articles allows for the identification
of blockchain technology characteristics, mainly due to the
frequency with which their concepts were broached in the texts.
Therefore, by observing the descriptions created by the authors
of each paper, the characteristics were adopted as every
effective action, eventual consequence, or practical result
obtained through the implementation of blockchain
technologies. The characteristics classified in descending order
by the number of references found in the texts and the number
of articles where they appear.

Decentralized model (50), (114); Distributed registers (47),
(102); Autonomous actions provided by code (44), (101);
Improved security (41), (78); Actions transparency but with
preserved identity (39), (77); Decision consensus (42), (76);
Content inviolability (36), (63); Bureaucracy and operation cost
reduction (22), (52); Public and private services quality
(25),(36); Fraud-proof (19), (34); Private data property (13),
(32); Fast transactions (16), (26); Transactions auditability (12),
(18); Fast technology evolution (7), (8).

The decentralized technology model is pointed out as the
force that makes blockchain powerful in the modern context of
internet architecture [37]. The decentralized model is required
to ensure data integrity and transaction privacy [38]. Among the
potentialities of this feature is the fact that there is no control
head, such as a bank, to monitor transactions [39]. Trust is not
granted to a single organ or individual but shared by all
members of the population involved [40]. Additionally, all of
these endorse the fact that this feature has the highest number
of citations in the articles found.

A blockchain is a distributed ledger that is generally
managed by a peer-to-peer network [6]. Among this distributed
register are records of ownership and transfer of ownership,
records of financial transactions, digital currency records, and
food applications around the world, among many others. Under
the right conditions, it can offer greater service availability and
resilience to many digital services provided by distributed
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storage, computing, and control [41]. Additionally, the
distributed records functionality adds to the network the real-
time management capability of each stage of the process; this
reveals the importance of its recognition by a large number of
citations.

Autonomous actions provided by code was the third
characteristic that has been identified. The use of blockchain
Ethereum allows the adoption of smart contracts as an
independent decision-making algorithm, which is defined by
predetermined rules. As a rule, smart contracts can assume
exchange operations of any value without conflicts and in a
transparent way, thereby avoiding the use of intermediaries
[42]. On the other hand, they may contain unintentional or
malicious failures, allowing hostile actors to control the
performance of other wusers [41]. Nevertheless, the
characteristic of autonomy of actions, provided by code has
been recognized with merit, due to the improved performance
of contract processes [43].

Another characteristic that has been identified is improved
security. Blockchain technology can work with the latest and
most efficient digital encryption methods. The correct
application of security protocols makes the network virtually
invulnerable. Additionally, participant identity must also be
secured using state-of-the-art cryptographic technologies and
protocols [38]. For instance, a key feature of a blockchain is the
secure signing of transactions by each participant that wants to
send digital money to another, as in the case of crypto-coins
[37].

Blockchain offers the potential for greater transparency in
combating crimes of tax evasion by allowing a more transparent
view of transactions and by also protecting those involved from
unjustified exposures of their financial affairs [39]. It is
necessary to preserve the privacy limits of citizens, and both
public and private blockchain present this potentiality [39].
Therefore, the characteristic of actions transparency, with
preserved identity, can be well exemplified through e-voting
implementation initiatives, where the integrity of the vote-
counting is guaranteed by the traceability, transparency, and
immutability of the ledger while maintaining the confidentiality
of the voter identity [44].

Blockchain  networks are designed to function
independently of the conditions of the environment in which
they are operating, and consensus algorithms are the warrantors
of such decision-making, authorizing their modifications or
helping identify irregular attempts to change the network. It
constitutes the decision consensus characteristic. Blockchain
technology imposes a distributed consensus and encrypted
transactions, making it difficult to compromise the integrity of
your records, without being noticed by an entire network [45].

The substantial number of nodes ensures content
inviolability. For instance, in the case of the Ethereum smart
contracts, there are globally more than 30,000 nodes in this
network [46]. Consequently, to violate the content,
simultaneous interventions on more than 51% of the nodes are
required for the information to be compromised, which is
extremely difficult to be implemented [47]. Furthermore,
content inviolability is one of the most widespread and perhaps
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the most questioned features due to some attacks that occurred
recently, which allowed for the recording of altered data in a
range of blocks—evidence of an already exploited
vulnerability. However, the solution saved the integrity of the
network by eliminating a range of records, which will forever
be ignored [41].

Bureaucracy and operation costs reduction is also a category
that was identified. The reduction of intermediaries defines this
characteristic, as the simplification of processes brings greater
agility and reduction of costs [48]. Nevertheless, to achieve this
benefit, changes must occur in the technological structure of the
institution [40].

The adoption of blockchain not only brings improvement in
processes and cost reduction, as it allows for a greater ability to
compete in the market [49] but also contains the potential to
modify the way health institutions, for instance, relate to their
patients through a more efficient viability and reliability of
personal data [37].

The fraud-proof characteristic is the primary reason for its
development; according to the seminal article by Satoshi
Nakamoto [7], the blockchain prevents actions related to fraud
in duplicate payments. The strong implementation of security
mechanisms through encryption keys and the distributed nature
hinders the action of hackers along with the fact that the
information only aggregates definitively to the block if it is
confirmed by the nodes of the network [50].

The private data property is one of the characteristics more
linked to a business model than to a technical property, as its
identification is based on blockchain radically altering the
possibility of monetizing data records accesses to the extent that
it is possible to demand a fee from marketing companies for
their use [51]. Another peculiarity is the property that each
person has to determine for the amount of identity information
they will share as well as to define the ownership of the digital
material that it produces and makes available [52].

The processes and intermediary agents’ removal commonly
result in fast transactions. Additionally, situations involving
money property value transfers are solved faster when
compared to traditional methods [53]. An international money
transfer that would take days can be done in minutes through
blockchain [45].

The secure and immutable nature attributed to well-
implemented blockchain environments provides greater
reliability to audit processes and transactions auditability. For
social business operations, blockchain works as a digital
accounting system, recording all data transfer transactions in an
unalterable database, with time and date records, which allows
for audit operations [53].

The least-quoted category identified in the paper analysis is
fast technology evolution. Blockchain is an open-source
environment, and its platforms have unlimited code
development and enhancement features, which are constantly
evolving, thereby promoting improvements in the speed of
innovation and the growth of its use [37]. Furthermore, the
emergence of new means of digital financing through initial
coin offering (ICO), which captures financial resources for
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emerging companies, represents the usability of this feature [6].
As open-source software, most of the blockchain is open to
everyone’s development, which will encourage incremental
innovation and further enhance the robustness of the blockchain
ecosystem [6].

Additionally, blockchain has also been used to reallocate
traditional functions and innovations [54], publicly fund
crowdfunding systems, perform transparent tracking of state
expenditures, and monitor the integrity of voters of voter-based
electoral [6].

C. Current and potential uses of blockchain in the fight against
corruption

At this stage of the research, the characteristics and uses of
blockchain are associated either with the possibility of
mitigation or elimination of vulnerabilities to corruption. In
both cases, they were identified in the literature through a two-
stage literature review. Thus, the vulnerabilities to corruption
were crossed with blockchain characteristics.

First, each of the authors performed the analysis
individually, evaluating the possible crossings according to
their perception and analysis of the literature. Then, the results
of each of the authors were compared in a table. Each author
argued their comparisons, and in the sequence, the similarities
and differences found were discussed.

Considering that a blockchain network does not have a
single point of management and control [48], presenting a
decentralized model means that there is no authority governing
the chain. It allows for the democratic sharing of the decision
in an anonymous and safe but still traceable way, contributing
to an increase and improvement in accountability and auditing.
Blockchain transactions do not necessarily require proprietary
data [44], which contributes to improving transparency
mechanisms. The guarantee of authentic and simultaneously
anonymous participation can make citizens more comfortable
in participating in the decision-making processes, as there is no
possibility of reprisal from public power or other citizens.

Due to the distributed registers of blockchain, all
participating nodes provide network logs. This ensures a
balance of computational resources for faster transaction times
with full transparency. Additionally, it allows for greater
control of the process steps and provides access to distributed
information, thereby helping management and control.
Furthermore, it can provide greater service availability and
resilience for many digital services provided by distributed
storage, computing, and control [49], thereby helping reduce
bureaucracy.

Autonomous actions provided by code involve the use of
blockchain Ethereum that allows for the adoption of smart
contracts as an independent decision-making algorithm, which
is defined to follow predetermined rules. Intelligent contracts
are autonomous, self-contained, and decentralized agreements,
which are controlled by programming codes that are executed
automatically under certain conditions [45]. Smart contract can
help in the management and control activities, accountability
and audit as well as establish limits to the use of discretionary
power by civil servants and reduce impunity, provided the
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contracts are not only legal instruments but also a social tool;
furthermore, expectations and relationships are as important in
hiring as in legal obligations [55]; [56].

Blockchain offers the potential for greater active
transparency in combating crimes of tax evasion, allowing for
a more transparent view of transactions [39]. The fact that
blockchain transactions remain anonymous can increase the
population’s participation in cases of dilation of corruption and
high tolerance of illegal behavior of public and political agents.
Furthermore, transparency strengthens citizenship and social
control [16]. A clear example of this is e-voting implementation
initiatives, where scrutiny and integrity are ensured by the
ledger’s traceability, transparency, and immutability [44].

The consensus algorithms are the guarantors of blockchain
independence management and controlling decision-making,
thereby authorizing its modifications or helping to identify
attempts at illegal behavior [43]. Among the aspects related to
this characteristic is the increase of compliance, which occurs
due to the standardization of the decision attached to the
network nodes [57]. It is necessary to establish a new way of
government functioning, with bureaucratization, audits,
productivity, efficiency, greater participation of the population
in the decision-making process, and public management [22].

All nodes in the network receive a full copy of the data
transparently and validate the entry of new operations—if there
is a higher percentage of favorable readings, the information is
aggregated. After the registration, information is disseminated
to all nodes and can no longer be definitively changed, thereby
ensuring the truthfulness and inviolability of what is registered
[50] and increasing confidence in government institutions. How
blocks are formed and chained makes a blockchain unalterable
and irreversible [58]. Considering that operational difficulties
and lack of managerial capacity in governments can lead to
illegal transactions [33], the inviolability of blockchain content
contributes undeniably to reducing tolerance to illegal
behavior.

Reducing bureaucracy and operating costs decrease the
chances of corrupt behavior on the part of the public agents
because the reduction of intermediaries occurs, which brings
greater agility to the process [48]. It affects the overlapped
bureaucracy and bureaucratic hoops. For instance, the excess of
bureaucracy can also lead to corruption due to public agents’
discretionary power misuse. “In turn, this increase in
discretionary power was often used to nourish their corrupt
networks” [32].

The integrated application of blockchain technologies, in
public and enterprise environments, can improve the quality of
services and processes [38], thereby combating illegal behavior
and improving trust in institutions. For governments, the
potential for blockchain adoption is equally compelling, with a
variety of uses that could help and protect democratic principles
[38], especially control and management initiatives.
Additionally, corruption in public administration is related to
the lack of control, especially in governments, where internal
controls are unclear [59]. Furthermore, the fight against these
practices through the implementation of technologies, such as
blockchain, can encourage greater citizen participation.
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The strong implementation of security through encryption
keys and the distributed nature hinders the action of hackers
[45]. The consequence is the rise of confidence in the
institutions that adopt blockchain. Moreover, due to the absence
of the intermediary, third party, or central authorities, which
may suffer from corrupt or illegal activities, this blockchain
characteristic may reduce the risks and possible damages
inherent to third parties [45], besides avoiding problems related
to a public agent’s abuse of power. For example, the transfer of
federal resources to municipalities is associated with fraud in
public purchases of goods and services, misappropriation of
funds, and excessive billing of goods and services [60], which
demonstrates a clear tolerance toward illegal behavior. This can
be counteracted through the use of blockchain solutions.

The private data property feature is linked to a business
model rather than to a technical property, as its identification
was based on the fact that blockchain radically alters the
possibilities of monetizing access to data records [51]. It is
understood that this feature has great potential for commercial
exploitation, but it does not apply to combat vulnerabilities to
corruption.

Due to the reduction of internal processes and agents [45],
situations involving the transfer of money or property values
are faster than the traditional methods [47]. When applying this
concept to administrative processes transfers, it can reduce the
management and planning failures of the public machine.
Additionally, the real-time transparency offered by blockchain
technologies reduces the time gap, allowing homeowners to
make preventive exit decisions [53] and improving the lack of
effectiveness of compliance with public governance. Reducing
bureaucracy through blockchain, which is, admittedly, a safe
and fast method [54], should create greater citizen interest in
government administrative decisions, as it can immediately
verify the outcome of the transactions. An impact on the culture
of corruption is expected, which allows the inspection of the
discretionary power of the public agent and reduce illegal
behavior.

The constant records made by blockchain [53] can provide
data and contribute to reducing the vulnerabilities that occur in
audit, control, and management and also make the information
more transparent. In general, a good quality audit can contribute
to compliance, thereby reducing the perception of widespread
corruption in government institutions. Being audited, in the
past, reduced future corruption by 8% but increased the
likelihood of subsequent legal action by 20% [61].

Blockchain presents the last evolution and will encourage
incremental innovation and further enhance the robustness of
the blockchain ecosystem [37]. Furthermore, this feature can
remove vulnerabilities to corruption by improving management
and control through ICT and e-government systems, focusing
on the generation of clear and transparent information from
government data and thus, contributing to citizen participation.
Besides, it is also important to be able to improve the electoral
system by using greater security. The use of technologies
mainly applied to e-government is useful tools in the global
effort to reduce corruption [62]. The contributions of
blockchain to increase trust and transparency in the regulatory
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environment can be especially beneficial for developing
countries [63], which justifies the proposal of this research.

Two behavioral-cultural variables that can be presented
with just one connection, each using blockchain, can be
perceived when verifying the vulnerabilities of excessively
gullible citizen-government relations and bending the rules to
take advantage at all costs. Furthermore, technologies are not
enough to break behaviors derived from ingrained cultural
variables and the modus operandi of a country. However, they
can indirectly change after a period of living with higher levels
of transparency and more participation of the citizen, whose
contribution is amplified by blockchain. The potential
contribution, though indirect, is perspective and forthcoming.
The vulnerability of inequalities did not present any connection
to the blockchain, and excessively gullible citizen-government
relations and impunity presented just one.

Additionally, it is important to emphasize that combating
vulnerabilities to corruption is extremely complex.
Concomitantly, the use of blockchain technologies is relatively
new in public administration and therefore, its acquisition and
usage strategies must be carried out through incremental
mechanisms. This indicates that at the end of each cycle of
maturity, the evaluation of the impact in reducing the
occurrence of corruption through the use of blockchain
technologies must be allowed.

IV. FINAL REMARKS

Corruption is a socio-political phenomenon that can
negatively affect the development of a country, affecting the
social development and the quality of life of its population.
Society and public agents must create efficient strategies and
use all possible resources in the fight against corruption,
including the new available technologies, such as blockchain.
A set of 15 vulnerabilities were identified and classified into
three groups (a) namely, behavioral-cultural, socio-
institutional, and structural-socio-political. Another important
result was the identification of 14 blockchain characteristics,
(b) which were described and exemplified. After that, a from-
to analysis was performed (a x b) as a way to identify which
blockchain characteristics have potential or even real uses to
contribute to the reduction of the vulnerabilities to corruption.
Furthermore, considering the set of vulnerabilities, 10
presented a good relation with blockchain characteristics. The
other five presented no relation or modest relation.

The main academic contribution was the identification of
the vulnerabilities to corruption and the characteristics of the
blockchain (and both can be used for other researches) as well
as the identification of the relation blockchain/vulnerability to
corruption. Another academic contribution is the initiative to
co-create knowledge between academia and the public sector,
seeking solutions for better management of public resources.

Blockchain is a new technology with both potential
contribution and mistrust, and hence, it is important to identify
possible practical applications on public management.
Additionally, it constitutes the main managerial contribution,
provided public managers can use the results of this research to
find ways to deal with corruption and also verify potential
positive impacts of blockchain. The use of blockchain

Authorized licensed use limited to: University College London. Downloaded on July 07,2020 at 13:18:36 UTC from IEEE Xplore. Restrictions apply.



technology can help in the global effort to reduce corruption;
Blockchain technology increases security, inviolability, and
transparency of transactions and the Blockchain presents the
optimal potential to mitigate the non-behavioral and non-
structural vulnerabilities to corruption.

A study carried out annually by FEBRABAN, indicates the
blockchain with the third most significant investment in
technology for the financial system in the country. The survey
[64] explains how the great use of technology in the banking
sector turns into greater convenience and security for the
customer, becoming an essential instrument for discussions in
academia, government agencies, media, among others. Among
the main limitations of this study is the focus on vulnerabilities
to corruption only in Brazil, which, although not impeding the
use of results for other countries, limits its interpretation to the
socio-cultural and structural specificities of the studied context.
Another limitation in the interpretation and use of the results
lies in the theoretical nature of the blockchain characteristics. It
is important to emphasize that the way of adopting the
technology can impact the use and characteristics of the
services to be developed through it.

As further research, case studies in governments or public
companies in which blockchain was adopted might help to
understand the practical contributions of blockchain as a way to
reduce vulnerabilities to corruption. A case study could be
carried out, mainly involving bidding in the Brazilian public
sector, verifying the transparency with the adoption of
blockchain in public purchases.

ACKNOWLEDGMENTS

This study was financed in part by the Coordenagdo de
Aperfeigoamento de Pessoal de Nivel Superior — Brasil
(CAPES) — Finance Code 001.

REFERENCES

[1] R. R. Oliveira, “Contabilidade, controle interno e controle externo:
Trindmio necessario para combater a corrup¢ao,” Pensar Contabil, vol. 8,
no. 31, pp. 1-9, 2006.

[2] A. Przeworski, Democracy and the limits of self-government, Ist ed.
Cambridge, 2010.

[3] V. Kiihl Teles, “Institutional quality and endogenous economic growth,” J.
Econ. Stud., vol. 34, no. 1, pp. 29-41, Jan. 2007.

[4] F. Filgueiras and A. Melo Aranha, “Controle da corrupgio e burocracia da
linha de frente: regras, discricionariedade e reformas no Brasil,” Dados -
Revista de Ciéncias Sociais, vol. 54, no. 2, pp. 349-387, 2011.

[5] R. Gouvea, M. Montoya, and S. Walsh, “How the Corruption Quadruple
Helix Affects BRIC: A Case Study of Corruption in Big Emerging
Economies,” J. Polit. Law, vol. 6, no. 2, May 2013.

[6] Y. Chen, “Blockchain tokens and the potential democratization of
entrepreneurship and innovation,” Bus. Horiz., vol. 61, no. 4, pp. 567—
575, 2018.

[7]1 S. Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System,” 2008.

[8]J. C. Valentine, L. V. Hedges, and H. M. Cooper, The handbook of research
synthesis and meta-analysis. Russell Sage Foundation, 2009.

[91 C. Olivieri, B. Martinelli, P. Massucatto, and C. B. Silva, “Gestdo
municipal e corrup¢do na implementagdo de programas educacionais

federais,” Rev. Adm. Publica, vol. 52, no. 1, pp. 169-179, Jan. 2018.

141

[10] L. G. Fressa, G. L. B. Rufino, and S. C. Darido, “Vantagens e desvantagens
da Copa do Mundo no Brasil : Analise a partir do discurso do Jornal
Folha.com,” Rev. Mackenzie Educ. Fisica e Esporte, vol. 11, no. 1, pp.
107-124, 2014.

[11] P. R. Galvéo, “A implantagdo do sistema de controle interno em 6rgaos
publicos como tecnologia de redugdo do Conflito de Agéncia
Publica/Governamental,” Rev. Tecnol. Apl., vol. 5, no. 2, pp. 39-53, Sep.
2016.

[12] P. R. de A. Ramos, “Corrup¢do na Administragdo Piblica e crimes de °
lavagem ’ ou ocultagdo de bens , direitos e valores,” Rev. Min. Contab.,
vol. 4, no. 40, pp. 14-22, 2010.

[13] K. Ray and R. C. Das, “Are performances in Governance Indicators
Complementary to Corruption Abatement ?: A Cross-Country Analysis,”
Int. J. Res. Bus. Soc. Sci., vol. 4, no. 3, pp. 1-10, 2015.

[14] L. R. De Freitas Junior and C. de O. M. Rodrigues, “Estratégias de
Racionalizagdo da Corrupgdo nas Organizagdes: Uma Analise das
Declaragdes de Acusados em Casos de Corrup¢do no Brasil,” Rev.
Ciéncias da Adm., vol. 20, no. 50, pp. 8-23, Apr. 2018.

[15] M. S. Bugarin and F. B. Meneguin, “Incentivos a corrupg¢ao € a inagao no
servico publico: Uma analise de desenho de mecanismos,” Estud.
Econdmicos (Sao Paulo), vol. 46, no. 1, pp. 43—89, Mar. 2016.

[16] R. da C. Mendes, W. N. Oleiro, and A. C. Quintana, “A Contribui¢ao da
Contabilidade e Auditoria Governamental para uma melhor
Transparéncia na Gestdo Publica em busca do combate contra a
corrupgdo,” Sinergia, vol. 12, no. 2, pp. 3748, 2008.

[17] J. F. Reis, “Breves notas sobre a Lei Anticorrupgdo Brasileira,” En Let.,
vol. II, no. 4, pp. 123-151, 2015.

[18]J. A. de A. e V. Correia, L. R. G. Arelaro, and L. C. de Freitas, “A Lei de
Acesso a Informagdo como instrumento de controle social: diagnostico
dos municipios do sul do Brasil a luz do artigo 8o da lei 12527/2011,”
Educ. e Pesqui., vol. 41, no. spe, pp. 1275-1281, Dec. 2015.

[19] S. C. De Benedicto, E. de S. G. Junior, J. R. Pereira, and G. H. N. de
Andrade, “Governanga corporativa: uma analise da aplicabilidade dos
seus conceitos na administragao publica,” Organ. Rurais Agroindustriais,
vol. 15, no. 2, pp. 286-300, 2013.

[20] J. A. Puppim de Oliveira, “Brazilian Public Administration: Shaping and
Being Shaped by Governance and Development,” Chinese Polit. Sci.
Rev., vol. 2, no. 1, pp. 7-21, Mar. 2017.

[21] D. S. Rodrigues, N. D. A. Santos, and W. Faroni, “Programa de Aceleragdo
do Crescimento (PAC): um estudo descritivo sobre os desperdicios ativos
e passivos,” Rev. Catarinense da Ciéncia Contabil, vol. 17, no. 50, pp. 89—
105, Mar. 2018.

[22] J. R. Santin and B. P. Pandolfo, “Principio da participagdo e instrumentos
de democracia participativa em ambito local,” Rev. Direito e Lib., vol. 19,
no. 1, pp. 85-129, 2017.

[23] A. P. De Barcellos, “Acesso a informagdo: os principios da Lei n°
12.527/2011,” Rev. Quaestio Iuris, vol. 8, no. 3, pp. 1741-1759, Oct.
2015.

[24] D. S. Barros and G. M. Rodrigues, “Lei de Acesso a Informagdo: Entre
vozes e siléncios na divulgagdo pelo jornal O Estado do Maranhao,”
Informagao Soc., vol. 27, no. 2, pp. 291-302, 2017.

[25] K. E. Davis, “The Prospects for Anti-corruption Law: Optimists versus
Skeptics,” Hague J. Rule Law, vol. 4, no. 02, pp. 319-336, Sep. 2012.

[26] A. Kurakin and A. Sukharenko, “Anti-Corruption in the BRICS
Countries,” BRICS Law J., vol. 5, no. 1, pp. 56-77, Apr. 2018.

[27] C. H. R. de Alencar and 1. Gico Jr., “Corrupgéo e judiciario: a (in)eficacia
do sistema judicial no combate a corrupgao,” Rev. Direito GV, vol. 7, no.
1, pp. 75-98, Jun. 2011.

[28] A. R. S. Sacramento and J. A. G. Pinho, “Combate a Corrup¢ao no Brasil :
Identificando Entraves a Luz da Versdo Revisitada da Teoria da

Authorized licensed use limited to: University College London. Downloaded on July 07,2020 at 13:18:36 UTC from IEEE Xplore. Restrictions apply.



modernizagdo,” Rev. Interdiscip. Gestdo Soc., vol. 7, no. 1, pp. 113-134,
2018.

[29] R. Bonifacio, “A Afeicdo dos cidadaos pelos politicos mal-afamafos:
identificando os perfis associados a aceitagdo do ‘rouba, mas faz’ no
Brasil,” Opinido Publica, vol. 19, no. 2, pp. 320-345, 2013.

[30] F. L. N. B. de Melo, L. M. B. Sampaio, and R. L. de Oliveira, “Corrupgao
Burocratica e Empreendedorismo: Uma Analise Empirica dos Estados
Brasileiros,” Rev. Adm. Contemp., vol. 19, no. 3, pp. 374-397, Jun. 2015.

[31] O. A. Magnagnagno, E. M. Luciano, and G. C. Wiedenhéft, “Redugado dos
Niveis de Corrupgao no Brasil: Qual o Papel da Tecnologia da Informagao
e Comunicagdo?,” Gestdo.Org, vol. 15, no. Special, pp. 157-170, Dec.
2017.

[32] L. Manzetti and C. H. Blake, “Market reforms and corruption in Latin
America: New means for old ways,” Rev. Int. Polit. Econ., vol. 3, no. 4,
pp. 662-697, Dec. 1996.

A. C. de A. Sodré and M. F. C. Alves, “Relagdo entre emendas
parlamentares e corrup¢do municipal no Brasil: estudo dos relatorios do
programa de fiscalizagdo da Controladoria-Geral da Unido,” Rev. Adm.
Contemp., vol. 14, no. 3, pp. 414-433, Jun. 2010.

(33]

[34] J. M. Pereira, “Reforma do estado e controle da corrupgao no Brasil,” Cad.
Pesqui. em Adm., vol. 12, no. 2, pp. 1-17, 2005.

[35] B. Geddes and A. R. Neto, “Institutional sources of corruption in Brazil,”
Third World Q., vol. 13, no. 4, pp. 641-661, 1992.

[36] F. Filgueiras, “A tolerancia a corrup¢do no Brasil: uma antinomia entre
normas morais e pratica social,” Opinido Publica, vol. 15, no. 2, pp. 386—
421, Nov. 2009.

[37] A. Hughes, A. Park, J. Kietzmann, and C. Archer-Brown, “Beyond
Bitcoin: What blockchain and distributed ledger technologies mean for
firms,” Bus. Horiz., 2019.

[38] G. Wolfond, “A Blockchain Ecosystem for Digital Identity: Improving
Service Delivery in Canada’s Public and Private Sectors,” Technol.
Innov. Manag. Rev., vol. 7, no. 10, pp. 35-40, 2017.

[39] R. Herian, “Blockchain and the (re)imagining of trusts jurisprudence,”
Strateg. Chang., vol. 26, no. 5, pp. 453-460, 2017.

[40] J. Sun, J. Yan, and K. Z. K. Zhang, “Blockchain-based sharing services:
What blockchain technology can contribute to smart cities,” Financ.
Innov., vol. 2, no. 1, 2016.

[41] A. A. Jillepalli, M. A. Haney, F. T. Sheldon, D. Conte de Leon, and A. Q.
Stalick, “Blockchain: properties and misconceptions,” Asia Pacific J.
Innov. Entrep., vol. 11, no. 3, pp. 286-300, 2017.

[42] H. Min, “Blockchain technology for enhancing supply chain resilience,”
Bus. Horiz., vol. 62, no. 1, pp. 3545, 2019.

[43] B. Kewell, R. Adams, and G. Parry, “Blockchain for good?,” Strateg.
Chang., vol. 26, no. 5, pp. 429437, 2017.

[44] K. M. Khan, J. Arshad, and M. M. Khan, “Secure Digital Voting System
Based on Blockchain Technology,” Int. J. Electron. Gov. Res., vol. 14,
no. 1, pp. 53-62, 2018.

[45] J. J. Xu, “Are blockchains immune to all malicious attacks?,” Financ.
Innov., vol. 2, no. 1, 2016.

[46] J. Lee, A. Seo, Y. Kim, and J. Jeong, “Blockchain-based one-off address
system to guarantee transparency and privacy for a sustainable donation
environment,” Sustain., vol. 10, no. 12, 2018.

S. Nasarre-Aznar, “Collaborative housing
Administration, vol. 66, no. 2, pp. 59-82, 2018.

[47] and  blockchain,”

[48] O. Firica, “Blockchain technology: Promises and realities of the year
2017,” Qual. - Access to Success, vol. 18, no. October, pp. 51-58, 2017.

[49] T. Ko, J. Lee, and D. Ryu, “Blockchain technology and manufacturing
industry: Real-time transparency and cost savings,” Sustain., vol. 10, no.
11, pp. 1-20, 2018.

142

[50] Y. Cai and D. Zhu, “Fraud detections for online businesses: a perspective
from blockchain technology,” Financ. Innov., vol. 2, no. 1, p. 20, 2016.

[51] S.  Manski, “Building the blockchain world: Technological
commonwealth or just more of the same?,” Strateg. Chang., vol. 26, no.
5, pp. 511-522, 2017.

[52] M. Finck and V. Moscon, “Copyright Law on Blockchains: Between New
Forms of Rights Administration and Digital Rights Management 2.0,” IIC
Int. Rev. Intellect. Prop. Compet. Law, vol. 50, no. 1, pp. 77-108, 2019.

[53] R. R. Mukkamala, R. Vatrapu, P. K. Ray, G. Sengupta, and S. Halder,
“Blockchain for social business: Principles and applications,” IEEE Eng.
Manag. Rev., vol. 46, no. 4, pp. 94-99, 2018.

[54] V. Shermin, “Disrupting governance with blockchains and smart
contracts,” Strateg. Chang., vol. 26, no. 5, pp. 499-509, 2017.

[55] K. E. C. Levy, “Book-Smart, Not Street-Smart: Blockchain-Based Smart
Contracts and The Social Workings of Law,” Engag. Sci. Technol. Soc.,
vol. 3, p. 1,2017.

[56] P. Ryan, “Smart Contract Relations in e-Commerce: Legal Implications of
Exchanges Conducted on the Blockchain,” Technol. Innov. Manag. Rev.,
vol. 7, no. 10, pp. 14-21, 2017.

[57] J. Mendling et al., “Blockchains for Business Process Management -
Challenges and Opportunities,” vol. 9, no. 1, pp. 1-16, 2017.

[58] C. Millard, “Blockchain and law: Incompatible codes?,” Comput. Law
Secur. Rev., vol. 34, no. 4, pp. 843-846, 2018.

[59] S. Praga, “Corrupgdo e reforma institucional no Brasil, 1988-2008,”
Opinido Publica, vol. 17, no. 1, pp. 137-162, Jun. 2014.

[60] L. D. Carson and M. M. Prado, “Using institutional multiplicity to address
corruption as a collective action problem: Lessons from the Brazilian
case,” Q. Rev. Econ. Financ., vol. 62, pp. 56-65, Nov. 2016.

[61] H. C. Silvestre, R. C. Gomes, and R. Miorin Gomes, “The Institutional
Settings for the Development of Public Services through State-Owned
Enterprises in Brazil,” Int. J. Public Adm., vol. 41, no. 1, pp. 59-71, Jan.
2018.

[62] S. Knack and O. Azfar, “Trade intensity, country size and corruption,”
Econ. Gov., vol. 4, no. 1, pp. 1-18, Apr. 2003.

[63] F. R. Batubara, J. Ubacht, and M. Janssen, “Challenges of blockchain
technology adoption for e-government,” Proc. 19th Annu. Int. Conf.
Digit. Gov. Res. Gov. Data Age - dgo ’18, pp. 1-9, 2018.

[64] FEBRABAN, “Pesquisa FEBRABAN de Tecnologia Bancaria 2019,”
2019.

Authorized licensed use limited to: University College London. Downloaded on July 07,2020 at 13:18:36 UTC from IEEE Xplore. Restrictions apply.



