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Abstract—Authentication is the issue most talked about
nowadays. Comparing with Blockchain we want to research the
justification for the blockchain technology to be used in
enterprise log analysis and the appearance of blockchain
technology to develop and make remarkable change in
enterprise log analysis.
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L. INTRODUCTION

The main problem in the enterprise environmentregarding
to security is the fast and efficient incident response. Most of
the significant companies have a dedicated Security
Operations Center and spend a significant amount of money
to operate it. It's essential to guarantee the dependability of the
information they handle in the Security Information Event
Management solution and ensure its safe long-term
preservation. The blockchain can help to provide the
uncorrupted Confidentiality and Integrity elements of the CIA
criteria.

IL. BACKGROUND

Nowadays, most of the high-end companies use Security
Information and Event Management (SIEM) solutions to
make their security more efficient. This is a complex system
to make the information more readable and usable. This log
management provides real-time monitoring opinion,
compliance adequacy and makes it more pleasant to pass
compliance and get the required certifications like ISO27001,
or to pass other audits. System log analysis is not only in the
company’s best interest but, in the financial sector or at
telecommunication service providers it is compulsory! This
analysis is executed by checks using regular audits to make
sure that the data safety is guaranteed, while everything is
entirely operational.

The automatized and managed log analysis is not worth
conduct for the sake of auditors, but it also gives a
comprehensive picture to the organization about the operation
of IT systems from either a financial or technical aspect. Log
analysis can give answers to such questions as ,,How much of
the systems are used?” or ,,What upgrades will the system
need when the number of users increases?” It helps to make
deductions of the possible causes of an error not only after but
during its occurrence. By getting all the information from
logs, these errors and system failures can be avoidable in the
future. So far security is the main reason for log analysis. The
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better use of a system could avoid most attacks. During the
incident, the primary cause of gathering evidence is to resolve
the event, but additional information may be needed in case
of a legal procedure. In such cases, it is essential to document
everything the evidence states, including the vulnerable
system. Evidence should be collected according to procedures
that meet the requirements of legal organizations and law
enforcement agencies. It is necessary to consult with the local
authorities on what this is about when it comes to generating
and guarding evidence. If any information is transmitted to
someone the transfer must be documented by official personal
signatures. For all evidence, a detailed log has to be ordered
and kept. This includes identification data such as locations,
serial numbers, model numbers, MAC and IP addresses,
datesas well as other useful data or information, such as a log
of the evidence gathered and proof of evidence storage.

Gathering evidence comes with many challenges. It is
advised to start saving data from the affected systems early
on. An initial screensaver can help in finding the source and
the problem. It is important to save the device status before
incident managers and administrators or others accidentally
change the machine status during the scan. Users and
administrators should be informed about the steps they need
to take to ensure that the evidence is safely preserved. [1] [2]

[3114]
A.  Growing tendencies

There has been a growing interest in log analysis systems
in recent years due to the growing trend in the number and
severity of cyber attack sequences. It is expected that
electronic data will become more and more targeted in the
future, as we are continuously storing more and more
quantities and quality in this form, and we are doing more and
more activities online. Recent threats, which have been
growing ever since, have caused enormous financial damage
and are expected to keep growing. Many organizations,
corporations, or private individuals have become victims to
these systems, as there are environments where they can not
provide support for systems that are regularly upgraded or
applications that run only in a previous system environment;
typically old target applications such as cashier software used
in some stores and in healthcare. [3]

Since it is not possible to continuously update these
systems, they may also have other solutions such as
appropriate network protection and support for log analysis
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systems. Already, with this enthusiasm, many companies
have joined the interest base, but after almost every big-scale
attack, the interest in these systems further increased. [4]

B. Legal Changes

In most sectors, including the finances, banking, health
and industrial sectors, appropriate, tracked and documented
IT operations are required to comply with internal and
external audits but are also a prerequisite for effective
operation. The statutory and legal requirements give leeway
in resolving compliance. Using the log analysis continuously
for IT activities to be monitored to the standards (SOX, PCI
DSS, HIPAA, FISMA, NERC CIP) requires or recommends
these systems to comply, but also helps a great deal, because
it can determine and reduce the risks.

Evolving electronic information security regulations and
laws increasingly focus on adequately documented and stored
log files and incident management. According to The EU
General Data Protection Regulation[5] paragraph 85
containing the point, the company must have up to 72 hours
tospend and generate a report on the incident. The general
principle is where the legislator can expect an automated
solution. For both this and subsequent investigations, it is
recommended to operate the proper log analysis system on our
network, thus increasing the need for building and operating
the appropriate log analysis system. [5] [6] [7]

C. Compliance regulations

There are many requirements defined in the following
regulations: PCI, HIPAA, SOX, GLBA.

From the log management point of view, the most
important is the logging of all relevant and necessary events
and securely storing them for a specified interval.

D. PCIDSS

The 5 big payment card industry (VISA, MasterCard,
AMEX, JCB, Discovery) created together a security standard
for the handling procedures of the payment card data.
Payment card industry data security standards (PCI DSS) is a
standard known and used worldwide. There is a complicated
audit procedure for every company that handles, stores and
forwards payment card information. They need to pass it
every year to get the permission to use these data. Technically
it is not hard to comply it, but guaranteeing the generating of
these logs and managing the created logs is the challenging

part. /8] [9] [10]
Log management

The first step to sufficiently integrate a SIEM solution is
the well-managed log management. It is essential to get every
piece of information from everywhere around the network or
else blind spots will turn up, which can reduce the efficiency
of the SIEM and the level ofsecurity.

Parts of the infrastructure, operation systems, application
logs and transaction logs are real treasure chests of
information concerning safe and consistent operation.
However, using this information can cause serious problems
for most companies because information can come from
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various sources in various formats which does not help their
unified handling, research and analysis.

Every organization has different expectations of log
managing regarding standard compliance, incident response
time reducing and better investigation efficiency. Depending
on the need every organization can have a personalized
logging plan and a specific log retention time and log retention
area sizes based on the loggable and useful data and the
sources. The budget is an essential part of the designing.

Primary sources for the SIEM are the network or host-
based intrusion prevention detection systems, firewalls,
proxies, routers, and other network devices. The most
significant information is the correlated information found on
this data. [11] [12] [13] [14]

Log collection

Devices nowadays use push or pull log collection method.
It is important to check and design the log management with
the right properties.

e Push log collection is the simplest way and easy to set
up at the SIEM. The log source device is sending the
log information to the log collector or the SIEM
solution directly immediately or as soon as possible.
Forwarding this information in TCP connection is
important to avoid data loss.

e Pull log collection is the method when the SIEM
solution connects to the source device and collects the
information. It is not as secure as the push method. The
time gap between two collection periods can cause a
risk.

The real environment is more complicated so essential to
handle the mixed log collection methods. [15]

Log Formats

Log format and syntax define the formatting, transport,
storage, and analysis of the log contents. Users and designers
of automated event analysis tools strive to maintain a
consistent syntax for ease of processing. Popular formats
include W3C Extended Log File Format (ELF), Apache
Access Log, Cisco SDEE / CIDEE , ArcSight Common Event
Format (CEF), Syslog. Syntax defines the text and its report.
The most typical components of the log are the date, log
source, generating system name, an application that created it
and the story that it describes. [16]

"Flat text file" is a standard text file that contains
information that can be easily understood by people as well.
Some separation needed in a file is, for example, an exact
comma or another character so that the information is legible
and can be processed properly. This type of storage is not very
popular because it not designed for large companies. Its
performance is not satisfactory for this solution, reading and
writing from a text is much slower than other methods. There
is little point in using the Flat text file format for data storage,
but it makes it easy for external applications to access these
data. If the logs are stored in a text file, it is not difficult to
write the code to open the file and transfer the information it
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contains to another application. Another advantage is that this
text file is accessible for people to read and makes analyzers'
work easier when looking for a file. It is easy to open in any
text editor, and we can easily find the information we are
looking for without opening the management console.

The binary file format uses a unique format to store binary
information, which is only used by SIEM specifically. The
specified target device is the only one that can read and write
these confidential files. The Logs are usually stored in a
database, typically in standard formats such as Oracle,
MySQL, Microsoft SQL, or other accessible databases in the
company. With this method, we can easily modify our data
interactively as part of the database application. The
performance is excellent, depending on the database type, but
most of them are optimized for SIEM. Using databases is a
great way to store logs, but it can cause some errors depending
on the log analysis solution. [16]

Syslog standard log recording method

The open source product syslog-ng has been on the market
for a long time. This software provides an excellent
foundation for creating a complete logging framework for the
demands of the market. The syslog project aims to create a
mechanism for information systems, especially networks and
machine rooms. It realizes the events that occur during its
operation. The system to be created will forward log entries
from different sources to a central location in hierarchical
order. As a result of the project, a complete logging
infrastructure was established, based on the open industry
standards of the Internet technology, allowing connections to
other (such as monitoring, analysis, archiving) systems. This
provides the best system for the user's needs, as it can flexibly
configure for manageable infrastructure and it is easily
adaptable to any monitoring system.

The Syslog is the most used method for security auditing
and system management and other log user activity. The most
popular network devices such as printers, routers and firewalls
support this method. There are reporting level configurations
opinions to make the amount of data personalized to the
requirements. [17]

The main benefit of this method is the encrypted storage
and the reliable information transport. The update Syslog
servers work with TCP connection, so this grants protection
against the data loss based on the wrong protocol. Moreover,
it can ensure encrypted storage for the messages, which could
be useful to regulatory compliance. [18] [19]

Artificial intelligence in log analysis

Every large corporation seeks to analyze an increasing
amount of data with fewer and fewer trained professionals to
increase the company's expenses. The most popular topic is to
include artificial intelligence and cognitive computing
capacities in log analysis to reach the analytical team's
reliance on false alarms and further facilitate users' work.

Watson, which can be used by IBM Qradar, is a pioneer
in this category. Watson is continuously researching IT
resources available on the Internet, such as reports,
recommendations, blogs, and correlating them to structured
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data to gain a greater insight into the incidents. We can entrust
some of the exploration tasks to Watson to collect information
about an attack. This not only facilitates the work of explorers
today, but it can also enhance its efficiency as it can process
much larger information sets than analysts have time for. [20]
[21][22]

Blockchain

Blockchain technology is known as a shared, distributed
ledger that facilitates the process of recording transactions and
tracking assets in a business network. Virtually in real time
anything of value can be tracked and transferred ina
blockchain network, decreasing risk and cutting costs for all
included.An essential disadvantage of the Blockchain data
storage is that a blockchain is not fitting for storing vast
amounts of data by design. It can store simple activities and
some arbitrary data, but it is indeed not suitable for storing a
highvolume of data.

Blockchain technology is not just a unique technique, but
contains Cryptography, mathematics, Algorithm and
economic model, combining peer-to-peer networks and using
distributed consensus algorithm to solve traditional
distributed database synchronizing problem, it is an integrated
infrastructure construction.

Every block carries a hash (a digital fingerprint), a
timestamped identifier of current valid actions, and the hash
of the past block. The previous block hash links the blocks
together and prevents any block from being altered, or a block
inserted between two existing blocks. In this way, each
subsequent block strengthens the verification of the previous
block and hence the entire blockchain. The method renders
the blockchain tamper-evident, lending to the key attribute of
immutability. [23] [24] [25] [26]

Blockchain Working Scheme

First of all sending node records of new data and
broadcasting to the network. (2) After receiving the node
checks in the message about data it received and, if the
message was correct,it will be stored in a block. (3) All
received nodes act as proof of work (PoW) or proof of stake
(PoS) algorithm to the block in the network. (4) The block will
store up into the chain after executing consensus algorithm
and every node in the network admits this block and will
continuously.[Figure 1] [23]
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1. Figure: Blockchain connection structure [27]

Blockchain types [23]

Public blockchain: The transactions are transparent;
therefore anybody can verify and audit it. The users can
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participate in the process of getting consensus; according to
Bitcoin and Ethereum these are both Public Blockchains.

[Figure 2]
- -

- -
- -

2. Figure: Public blockchain

Private blockchain: Node is restricted, and can participate
in this blockchain, and has harsh authority management on
data access. [Figure 3]

3. Figure: Private blockchain

Consortium blockchain: The node having authority can be
chosen in advance, usually having partnerships like business
to business, the data in blockchain can be open or private or it
can be seen as Partly Decentralized. Hyperledger and R3CEV,
for example, are both consortium blockchains. [Figure 4]

- =

4. Figure: Consortium blockchain
Blockchain Security

Satoshi Nakamoto described a chain of digital signatures,
where each partner makes a transfer, each transfer uses an
asymmetric encryption system and information integrity.
Every owner has a public and private key. The public key is
stored inside a transaction block, but to keep its integrity this,
in turn, stops by a hash function that together with the private
key as confirmation method of the parent owner of the block
guarantees that the transaction is made in a P2P way. [Figure
5][28]
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Transactions Transactions

Public key owner
1

Public key owner
2

Digital signature owner

I

Private key owner Private key owner
1

5. Figure: Blockchain transaction diagram

I1I. CONCLUSION

Depending on the security requirement the blockchain
based log management could be a great opportunity. Partial
solutions are already available on the market like the Tamper
Protection but the new technologies may contain unknown
potential. The complexity of the Big Data and other new
trends like the Cloud Computing already made significant
changes in the word of information security. With the
technology evolving, new, better and improved solutions can
decrease the dangers of log management and improvement of
their reliability. The future is the hashgraph technology which
can replace the blockchain’s current position and this new
technology can lead to more efficient solutions. The main
problem of Blockchain is wasting of resources if it is handling
too much data. Hashgraph is the answer to the blockchain loss
problem with higher efficiency rate so it may reduce the
disadvantages of blockchain usage. [29] [30] [31]
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