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Abstract — Electronic bidding systems have become widespread 
since the advent of the internet and mobile phones. In the 
Electronic bidding systems, the seller will sell an item and many 
buyers will bid for that item and the highest bidder will get the 
item. One of the main issue with this E-Bidding system is the 
introduction of third-party mainly a company or set of companies 
which will develop and host either the website or smartphone 
application. The Buyers and the Sellers have to trust this company 
because all the bidding process will be handled by the company. 
The company can manipulate the bidding process if it wants. So to 
avoid the trust issues blockchain based electronic bidding system is 
introduced in this paper. In this model, there is no need for third 
party. Smart Contract will handle all the bidding transactions. 
Since blockchains are known for its integrity this system makes 
sure that the integrity of the bidding process is preserved.  
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I.  INTRODUCTION 

E-Auction systems are using encryption, hash function, blind 
signature and various other cryptographic mechanisms to 
maintain integrity and confidentiality.[1] Main participants of 
the E-Auction system are Buyer, Seller and the third-party. 
Seller is the one who is selling the item.  Buyers are the users 
who are trying to buy the item. The third party is responsible for 
creating the auction and managing the auction. This is shown in 
Figure 1. In the E-Auction systems, the third party will store all 
the details on its own server. The details may be the buyer’s 
details or the seller’s details. The main important detail which is 
stored by the third-party is bidding amounts chosen by the 
buyers for an item which is being sold by the sellers. This detail 
can be tampered by the attackers. The third-party can manipulate 
the bidding process if it wants. The third-party can reveal the 
bidding amount given by the buyers to some selected buyer so 
that the selected buyer can win the auction. This entire E-
Auction System is not trustworthy and it relies heavily on the 
third-party. Since this is a centralized process the buyers and the 
sellers will have to pay transaction fees to the centralized entity 
which is third-party. The centralized entity has to protect the 
privacy of the buyers and sellers. 

Fig. 1: Participants in E-Auction 

This paper presents a blockchain based solution for the 
E-Bidding system. Blockchain is a decentralized network in 
which unreliable peers interact among themselves and 
perform transactions. In blockchain based system there is no 
need for third-party. So all the data and bidding amounts 
will be stored in the peer nodes. This architecture uses 
public-key cryptography, so the privacy of the data is 
maintained. Blockchain is known for its tamper-proof 
mechanism, so no attacker can manipulate the data.It 
maintains integrity.  In the traditional system, if the third-
party is down, the whole bidding process will collapse. In 
blockchain based network even if one node is down, others 
will hold the data and it will make sure that the bidding 
process will be available all the time. 

This rest of this paper is structured as follows. Section II 
gives a detailed overview of the blockchain technology and 
smart contracts. Section III explains the existing blockchain 
based solution for E-Bidding System. Section IV explains 
the new solution and advantages of it over the existing one. 
Section V concludes this paper. 

II.  BLOCKCHAIN 

A. Blockchain Overview  

Blockchain is a distributed ledger [14]  where ledger 
contains a list of blocks and each block will contain a set of 
transactions and hash value of the previous block [2] as 
shown in Fig. 2. All network participants will have a copy 
of the blockchain. The first blockchain technology which is 
developed to solve the double-spending problem is  Bitcoin 
[3]. The first block is called genesis block. It initializes the 
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ledger. Subsequent blocks will contain transactions and the hash 
value of the previous blocks.      

The definition of the transactions will vary greatly depending 
on the blockchain architecture. In Ethereum [4] blockchain 
transactions are used to either create a contract or to transfer 
ether from one account to another account. In hyperledger fabric 
[5]  the ledger state can contain different values at different 
times.  The world state represents the current value of the ledger 
states. The transaction changes the current world state value to 
new value and the blockchain stores all these transactions. 

Fig. 2: Blockchain architecture 

B. Consensus  

Transactions are added to the block based on the consensus 
protocol defined in the blockchain. Each peer will use a set of 
private and public keys. When a peer creates a transaction, the 
private key of the peer is used to digitally sign the transaction. 
The other peers can use the public key of the peer to verify the 
authenticity of the transaction. When many peers are trying to 
append a transaction in the same block, the consensus protocol is 
used by the blockchain network to choose a transaction out of all 
transactions and that transaction will be added in the block and 
broadcasted to all the nodes in the blockchain. The peers will 
verify the validity of the transaction and if it is valid it will be 
added to the local blockchain copies of the respective peers. [6]  
The Consensus protocol will determine the validity of the 
transaction and the order of transaction. Different blockchain 
architectures use different consensus mechanisms. Blockchain 
ledgers will be kept in a consistent state by the consensus 
protocol which chooses the order of transaction for each new 
block. The basic consensus mechanism is such that it goes with 
the majority. Whatever order is decided by the majority of the 
nodes, it will be followed in the whole blockchain network. But 
the main issue with that approach is if the malicious peer can 
join the network with multiple identities then it can manipulate 
the whole consensus process. This type of attack is called “Sybil 
Attack” [7]. In Bitcoin mining new node that will be mined is 
CPU intensive and expensive, so it avoids this attack. That 
consensus algorithm is called “Proof-Of-Work”(POW)  [8]. In 
POW based blockchains to mine the new block (add the next 
block to the blockchain) all the nodes will race to get a solution 
for a cryptographic problem based on the current block. 
Whichever node solves the problem at first will get the right to 
mine the block. This mechanism eliminates the possibility of the 
Sybil attack in bitcoin-based blockchains. Ethereum uses “Proof-
Of-Stake” (POS)  consensus protocol [9]. In POS whichever 
nodes want to participate in the mining operation will stake a 
specified amount of cryptocurrency. The nodes can stake from a 
minimum amount to the maximum amount. The node to mine 
the next block will be chosen randomly from those nodes. The  

probability for the particular node to be chosen is based on 
the amount of cryptocurrency it staked. In hyperledger 
fabric the consensus mechanism is pluggable. Currently, it 
supports solo, raft and kafka protocols [5]. Raft and Kafka 
are based on the Byzantine fault tolerant algorithms [10].  

C. Smart Contract 

The definition for Smart Contract is “a computerized 
transaction protocol that executes the terms of a contract” 
given by Nick Szabo [11]. Smart Contracts are self-
executing scripts which are stored in the blockchain [6]. 
Smart Contracts reduce the need for the middleman since it 
can perform all the transactions autonomously and still 
provide the kind of services given by the middleman. 
Business logic can be expressed using smart contracts in the 
blockchain network. Smart contracts are distributed 
applications and it is secure because it is stored in the 
blockchain [5]. Smart Contracts can be hosted by all the 
peer nodes in the blockchain network or by some specified 
set of peer nodes. 

D.Blockchain Characteristics 

The important characteristics of the blockchain are given 
below: 

Decentralization. By using smart contracts and 
consensus protocols all the transactions can be executed, 
verified and validated by the peers participating in the 
blockchain network. This basically eliminates the 
centralized authority. 

Integrity. Only the authorized peers can perform the 
transactions. All the transactions will be verified by the 
other peers. So no one other than authorized peers can 
modify the data. 

Anonymity. Since public-key cryptography is used for 
identification, all the peers will use its private key to sign 
the transactions and its public key will be used for signature 
verification.  

Auditability. All the transactions that have been executed 
in the blockchain network will be stored in the blockchain. 
So all the transactions can be traced back to its origin and 
can be verified. 

E. Blockchain Taxonomy 

The blockchain networks can be classified into three 
types: private, public blockchain and consortium 
blockchain. Usually, a single organization will govern and 
control the private blockchain. Multichain [12] is an 
example for private blockchain. In public blockchain, all the 
peers can view the transactions and perform the transactions 
and all the peers can mine the new block. Bitcoin [3] is an 
example of a public blockchain. In consortium blockchain, a 
group of organizations controls the blockchain network. 
Consensus mechanisms are handled by the selected nodes 
from these group of organizations. Hyperledger fabric [5]  is 
an example for this type of blockchain.  
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III.  RELATED WORK 

A. Electronic Auction  
There are 2 types of bidding systems available. One is public 

bid and the another one is sealed bid [13]. In public bid, the 
bidders will raise the amount to bid for the bidding item. 
Whoever is bidding the highest amount will be the winner. At a 
time anyone can see the bids of the bidders and the current 
highest bid. Bidders can bid incrementally to win the auction. In 
sealed bid, the bidders will put their bid in the sealed envelope. 
Once the deadline is passed the auctioneer will open all the 
sealed envelopes and check the bidding amounts. Whoever has 
given the highest bid will be announced as a winner. In sealed 
bid, the bidders can bid only once. The main issues with this 
traditional bidding systems are bid leakage in case of sealed bid 
and manipulation of bid amounts in both public bid and sealed 
bid. In both of these bidding systems, the transaction fees for the 
third-party is also a big drawback. So blockchain based solutions 
can be used to avoid these problems. 

B. Public Blockchain-Based E-Auction 
      Smart contracts for the public bid is proposed by  Chen et 

al [13]. This smart contract is implemented via the Ethereum [4] 
platform using the programming language solidity. In Ethereum 
blockchain all the users will have an address and all the smart 
contracts will have an address associated with it. At the starting 
stage, the smart contract will be initialized with an address of the 
seller,  auction start time and auction end time. It will contain the 
fields for storing the highest bidder address and highest bidding 
amount. 

Fig. 3: Bidding System Workflow 

The workflow of the solution proposed by Chen et al is 
explained in Fig. 3. The auctioneer will start the auction. Once 
the auction is started the bidders will start bidding for an item. 
Once the deadline is over the winner will be announced and the 
winner will get the item and the bidding amount will be 
transferred from the bidders account to the seller’s account. Only 
the public address of the bidders and sellers will be used 
throughout the process. No one will know the real identity of the 
buyer or seller. The smart contract contains the following 
functions: BlindAuction, Bid, Reveal, Withdraw and 
AuctionEnd [13].BlindAuction function will initialize the smart 
contract. Bid function can be called by the bidders to do the 
bidding. Reveal function will announce the highest bidder. 
AuctionEnd function will end the auction and send the bid 

amount to the seller. Withdraw function will return bids to 
the bidders who couldn’t win the auction. This method 
makes sure that confidentiality and non-repudiation are 
preserved. The main issue with this smart contract is the 
access control mechanism which is not implemented 
properly. If the bidder calls the Reveal function before the 
deadline then it will reveal the highest bidder and finish the 
auction. In this implementation sealed bidding is not 
implemented. The bidders can bid any number of time 
before the deadline. Since it is implemented in the Ethereum 
blockchain it can be viewed by anyone because Ethereum 
blockchain is a public blockchain and anyone can 
participate in it. It is not suitable for business to business 
auctions or highly confidential auctions where other than 
bidders and sellers no one should know about the auction. 

IV. BLOCKCHAIN BASED SMART BIDDING 
SYSTEM 

 

A. Smart Contract for Bidding System 

The flowchart for the Smart Bidding system is shown in 
Fig. 4. When the smart contract is installed and instantiated 
the following arguments will be passed to the smart 
contract.The item name which is going to be auctioned, the 
public address of the seller, the validity of the smart contract 
which is essentially the duration of the whole auction and 
type of auction whether it is public bid or sealed bid. 

Fig. 4: The flowchart for the bidding system 

Once the smart contract is instantiated the buyers can 
call the smart contract functions using the libraries provided 
by the hyperledger fabric platform. 

The buyers will start the bidding next. They are allowed 
to bid until the deadline. If the auction type is public 
bidding, then the buyers can bid any number of time until 
the deadline is reached. The buyers can see the current 
highest bidder and the current highest bidding amount at 
any time. The buyers can verify his or her bid amount at any 
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time. If the auction type is sealed bid, then the buyers will be 
allowed to bid only once. The buyer can’t see who is the highest 
bidder or what is the highest bidding amount. The only thing the 
buyers can do before the deadline is bid for the item only once 
and verify their bid. Once the deadline is passed the highest 
bidding amount and the highest bidder details can be seen by 
everyone in the blockchain network. The buyers can get details 
about the auction at any point in time.  

Functions provided by the smart contract to the buyers and 
sellers are listed below. 

instantiate: This function will be executed when the smart 
contract is instantiated for the first time. This function will 
assign bidding item name, seller public address, starting time of 
the auction, deadline of the auction and the auction bidding to 
the smart contract. The Deadline is passed as number of seconds 
to the instantiate function. The auction type can be either 
‘public’ for public bid or ‘sealed’ for sealed bid.

Bid: This function will append the Bid amount provided by 
the buyer to the blockchain ledger. Before adding the bid to the 
ledger this function will check whether the deadline is passed or 
not. If the deadline is passed error message will be shown to the 
buyer. If the auction type is sealed then the buyers can bid only 
once. This function will check this condition. If the auction type 
is public then the buyers can bid any number of times. The 
algorithm is given in algorithm 1. 

getDetails: This function will return the item name for which 
the auction is going on, the public address of the seller, the 
starting time of the auction, the ending of the auction and the 
auction type. 

getBidByBidder: This function will return the bid amount 
given by the user. algorithm is given. 

getAllBids: This function will return all the bids that have 
been given until now along with the associated bidder public 
address. If the auction type is sealed then this function will 
return these details only after the deadline is passed. 

getHighestBid: This function will return the current highest 
bid amount. If the auction type is sealed bid then it will reveal 
the highest bid only after the deadline is passed. 

getHighestBidder: This function will return the current 
highest bidder’s public address. If the auction type is sealed bid
then this will give the winner’s address only after the deadline.

There is no function to end the auction. Once the deadline 
is crossed the bidding process will be stopped automatically and 
the winner will be announced. 

Algorithm 1 Bid

Input: bidder_id, price 
Output: bool 
if bidType = ‘sealed’ then 

       if getBidByBidder(bidder_id) != null then 
          throw; 
       end 
       else 

       putState(bidder_id, price); 
           return; 
       end 

end 
if  bidType = ‘public’ then 

      putState(bidder_id, price); 
      return; 

end 

Algorithm 2 getBidByBidder 

Input: bidder_id 
Output: price 
Bid ← getState(bidder_id)
if Bid != null then 

       return Bid;  
end 
else 

       throw 
end 

B. Advantages of  this system 
This system is better than the previous one because it is 

implemented using hyperledger fabric which is a 
permissioned blockchain. Hyperledger fabric can be used 
for open biddings where anyone can participate and 
confidential bidding where the bidding process should be 
known only to the participants. This smart contract provides 
an option for both public bid and sealed bid. The work done 
by Chen et al [13] didn’t implement sealed bid. For auctions 
conducted by defence agencies and other similar agencies 
where the auction should be kept secret, this implementation 
will work since it provides integrity and confidentiality to 
the bidding process. 

C. Drawbacks of  this system 

This implementation used the consensus mechanism 
‘solo’ [5] which is suitable for proof of concepts but not 
suitable for production systems. Other consensus 
mechanisms such as ‘kafka’ or ‘raft’  can be used to 
overcome this issue. Since all the peers will have a copy of 
the blockchain, it will create a lot of issues when peers are 
in high numbers, so to avoid inconsistency and redundancy, 
Decentralized and distributed storage mechanism should be 
introduced for storing the blockchain. In this way, all the 
peers will need not store the same copy of the blockchain 
but at the same time, it will give immutability of the 
blockchain technology. 
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V. CONCLUSION 
The proposed blockchain based Smart Bidding System for 

the E-Auction system is pretty powerful and secure compared to 
the normal web-based E-Auction system. The blockchain 
technology brings in confidentiality and integrity to the auction 
process which makes it possible to perform the auction even 
though some of the buyers are not trustworthy. This approach 
can be extended to other electronic-based systems such as 
electronic voting. Thus the blockchain technology is used to 
eliminate the middleman in the electronic bidding system. It 
eliminates the transaction fees given to the middleman because 
smart contract performs the functions of the middleman. 
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